co3AaH B SreKTpoHHOR chopMe. Ne

WrdopMalMoHHBIE MaTepualIbl
1o pouIAKTHKE npeCTynneHm?I, coBepIeHHbIX ¢ HCII0IL30BAHNEM
HH(1)opmalmoHHO—TeneKOMMyHuKaunOHHLIX TeXHOJOTHA

K wnaubonee paCHpOCTpaHeHHBIM pigaM  PCTAHIMOHHBIX MOILIEHHIUIECTB,
COBEpLICHHBIX Ha TeppuTOpHA T Cankr-IlerepOypra H TleHUHTPAACKON 001acTH,
OTHOCHTCS:

- «huumHTY — BUL IMUCTAHIUOHHOTO MOIIEHHHYIECTBA, MPH COBEPLICHNN
KOTOPOTO 3710 yMBILITCHHUKA (B xome TemeOHHOTO PasToBOpPa; TOCPENCTBOM
HaIpaBJICHAN SIEKTPOHHOTO HCHMa WIH CMC-COODIeH M) TIOTYatoT JIAIHBIC
KOHQUICHINAIBHBIC JaHHBIE O 6aHKOBCKOY KapTe, HOMEDPE cueTa, JOTHUHBI ¥ MapoJ
s BXoma B pETepHET-0aHK, @ TaxKe Iapoyiv 6e3011aCHOCTH, 103BOJLAIOIIHC
pOW3BECTH  CIIICAHHC HaxomAnmxcs Ha GaHKOBCKOM KapTe JEHEXHBIX CPEACTB-
JKepTBaMil yKa3aHHOTo BUIA MOUIEHHHICCTEA 3agaCTyI0 CTaHOBATCH He3aIUIIeHHBIE,
Mao00pa3oBaHHbIC, [oBepUMBbIC  CIOH gacereHus, 1IpeACTaBich 339acTyIo
COTpYAHUKAMH KpEIUTHBIX opraﬁmalmﬁ, TIpeCTyTHHKH pBOIAT B 3a0IyXJICHHC
rpaxIaH OTHOCUTENIBHO copepuIaeMbIX HeCAHKIMOHUPOBAHHBX CITVICAHWN JICHEKHBIX
CpencCTB, OCYIIECTBIAEMBIX noxynkax H# Tl mocie 9ero MPOCAT Ha3BaTh
KOHDUASHIHATIBHDBIC cpeneHyss ¢ LEIBIO TIpeceyCHI BO3MOYKHOTO COBEPIICHHAT
TpecTyILICHIA. paxiaHe, OBEPSA TIOITyICHHOH pHGbOPMAIIVH, KETad 00e30TIacuTh
cpoy  JIGHEXHBIC cpenctea  OT IpecTyHBIX [OCATATENIBCTB, coofmIatoT
3arIpaIrBacMyo pHGOPMAIHMIO, B pesynpTaTe 9ero 310 YMBIIIICHHAKA [TOXUIIIAI0T
TIpUHATEKAITIC HM JeHEeKHEIE CPEACTBE-

- «hapMUHED - TpoLenypa CKPBITOTO HaIpaBJICHUA Ha noyHEbIi IP-aapec, TO eCTh
HATPaBJICHAC nojp3oBaTENd Ha (HUKTHBHBIA ref-caffT, Jare BCEro ACIIONB3YEMBIA
JuIs TIpHOOPETEHIA TOBapOB ¥ YCIYT (ozon.ru, qvito.ru, aliexpress.Iu, joom, biglion,
KyIIAHATOP, xaccup.py, OHUIETED: cafiTel IO TPOIAXKC Guneros Ha KO M
aBUATPaHCIIOPT ¥ Ip.)s

. «IBOWHAS TPAH3AKIIAL) (rpu OTLIATE TOBAPOB W yCIIyT MPO/iaBell coobmaet 00
ommbKe, Tmpeanaract [{OBTOPHUTH OIEPALHIO, & 5 panmbHEVLIeM ICHOKHEIC cpencTsa
CTIMCHIBAIOTCS JBAKIBI IO Ka>KIOM U3 TIPOBEJICHHBIX onepali)

- «TPAIIIITHI (MaHUATTYIAIIH © KapTPULEPOM 5aHKOMATOB, TTO3BOJIAIOIIAC 60
He BO3Bpamare KapTy anameNbIy, MO0 cricHBaTh BCE JAHHBIC KapThl At
nansHeHnero ux ACIIONB30BAHNU).

1. OcHOBHBIE CXEMPI Tejae@OHHOT0 MOLIeHHHIeCTBA:

1. OOwman 110 TenedOoHy.
3BOHOK _COTPYIHMKA Gagka - KOTId Hey3BECTHBIA IpeNCTaBIACTCA

COTPYAHUKOM Ty KOBI 6e30T1aCHOCTH xaxoro-mmbo 6anKa U coofmaet, 4To ¢ BamIero
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6aHKOBCKOTO CHeTa MPOMCXOMAT ormepamuy IO HeCaHKITMOHUPOBAHHOMY CIIMCAHUIO
[eHeKHBIX CPENCTB, H B nemsx  Ge30IMACHOCTH  CHETA [pejIaraeT HEpeBECTH
cOepexenus Ha «pe3epBHBIAY I «Be30TIacHBIN) CUCT. PacrpoCTpaHeHbl CIydas
coobmerns nHopMaih 06 ohopMIICHAH Ha Bac xpenuTa ¥ HeoBXOIMMOCTH POHTH
B IIPUIOKEHWH omnaiin-banka IO oTIpesIeNEHHOi CCBITKE JUIs ero aHHyJIMpOBaHH
(BBITIOJTHVTE WHBIC WHCTPYKIIHH).

3BOHOK COTPYAHMKA IPaBOOXPAHUTENBHBIX OpraHoB - KOT/a HEM3BECTHBIA
IPEeNCTaBIACTCS COTPY/AHAKOM TIOJHIIMH, crenopateneM # TJ. H coofmiaeT, 4To
IPOBOIHUTCA crierionepanys Mo TMOUMKE MOTIIEHHUKOB M 1L 9TOTO HeoOX0IUMO
MepeBecT! ACHBIH Ha CIENMAIBHBIN» CUCT. IIpu aTOM TpeGyeT HE 3BOHHTD B OaHK,
TaK KaK COTPYIHHKY OaHKa 3200 © MOLIEHHUKAMH.

Bam pOACTBEHHUK, G0 6nM3Kuil JeIOBEK MOMAL B Geny (HampuMep,
vampHOM cOwi HenoseKa W ofBuHsIETCS B COBEPIICHUH HpecTyIIeH!s), M
jajepkat  COTPYRHUKAMH MOJWIINAN, ¥ Hep3BecTHBIH — coofmaeT,  9T0 TLILS
0cBOGOK/ICHNS HEOOXOMIMO mepeBeCTH Ha CHCT JeHEKHBIE CPEICTBA mbo A
TPUMHUPEHUS C TocTpaIaBIInM 6o B KauecTBe B3ATKH COTPYIAHUKAM TOJHIMH.
Bo3MOXHE BapHAHTBL, TPY KOTOPBIX B PasroBOpe MOKCT IpUHATh YIACTHC AKOOB!
COTPYIHHK TIOTMLIHH, KOTOpBIH OyHeT TOATBEPKIATH CKa3aHHOC.

BAJKHO: 210 3BOHAT MOLICHHVKYA  (HECMOTpA  Ha TO, UTO
OIpeneIMBILIMHCS Ha TenedoHe HOMED MOKET cOOTBETCTBOBATH HOMEDY TeneoHa
GamKa A TPaBOOXPAHUTEIBHBIX OpTaHoB, 3a9acTyIO0 — MOCKOBCKOTO PErMoHa (499,
495... W T.I.), Tak Kax IpH [IOMOILIM CIIEI[HalIbHBIX YCTPOMCTB MOIIIEHHUKY MEHAIOT
gomepa Ha abCOTIOTHO moboit Homep — Tak HasbIBacMble TTOIMCHHEIC HOMEPA),
COTpYAHWKY GaHKOB HIKOTAZ e 3BOHAT CBOWM KIIMCHTaM, H TCM Goree, HUKOTAA HE
TpeByIoT MepeBOHUTE C TUUHOTO cdeTa JNEHBIH. TIpescTaBuTEH IpaBOOXPAHUTEIBHBIX
OpraHOB MOTYT 3BOHHMID TONBLKO JJIL BBI3OBA B TIOMEIIEHIA [IpaBOOXPAHUTEIBHBIX
OpraHoB C UEIBIO TIOJTyIEeHNSA ofpaCHEHNH, WCTPeOOBAHHA JIOKYyMEHTOB  TIO
HAXOIAIIIMCS B ITPOM3BOLCTEE YTOJIOBHBIM JIC/IaM ¥ MaTepuanam IpoBepok.

Tlpu MOCTYIIICHMH TaKOro 3BOHKZ HEOOXOIMMO MPEPBaTh pasroBop M
T1epEe3BOHUTE TOMY, O KOM {eT pedb, mbo B yKa3aHHbIH! rOCYLApCTBEHHBIHA OpraH WK
KPEIUTHYO OPTaHHM3ALIEO JUIsi TIEPENPOBEPKH uabOpMAaIUH.

7. Ofman IIpH MOKYIKE (mpopnazke) ToBapa Ha HHTEepHET canTax.

[Ipenonyara 3a Heoyg;eCTByf_omﬂﬁ ToBap - HOAALTCH 0O BLABICHUE Ha
pocTpebOBaHHBI  TOBAP  © npuBﬂeKaTeanoﬁ neHon (WK DEIHOYHOM)  ©
TIPUIIOKEHAEM HEeHaCTOAIIHX Gpomrpaepnﬁ. B xome 0OmeHns «IpORaBey YKIIOHSAETCH
OT BCTpE4YH BBUMY JKUTERCKUX TIPUIUH (geT BpPEMCHU, 3aHSTOCTh Ha paboTe,
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yI1aJIEHHOCTD DACTIONOKEHIS) B [IpefyiaraeT OIIATHTD TOBAD Ge3HaIHUHbIM TIIATEKOM
C rapaHTHpOBaHHo‘ﬁ ocenyomen [oCTaBKO# depe3 Kypeepa, HO mocyIe TIOTydCHHA
IOCHECT, HpOlIaBGH- MOIIEHHHUK HE:pGCTaeT BBEIXOOUTE HA CBA3b.

Omiata MyJIsDa 110 HouTe HAJOYKCHHBIM IITIATCHKOM - 370YMBILIICHHAK

[LITAIOTCS BHAUAle 3arlOIydnTh NpeoIuIaTy Ha HOBEPUH, CCIH He TIONy4aercs, TO
TpeUIAraioT TOMyTHTE 3aKa3 Ha TI0YTe, @ MOTOM PAaCTIaTHThCH. To ecTh Ha IOUYTE
mepe BbLIaueH 3aKasa BOSHMYT [eHEIM B pasMepe ero CTOMMOCTH, a TIOKyTIaTelb
BCKPBIB YTIAKOBKY, BUIUT MOLIENKY WM MYJLSTK.

[loxymarelb CIparBact HOMED KapThl M KOJ W3 CMC - mo Bamemy

06 BSBIIEHHIO O TIPOJIaXe TOBapa B pHTEpHETe BaM T03BORAT [TOKYTIATeIb ¥ OTIPOCHIL
COOOIIUTL PEKBUBHTEI GaHKOBCKOW KapThl (IperBapUTENLHO BLIICHWB HOMED
TenedOHA K KOTOPOMY [pUBA3AHa KapTa) ¥ CMC-KOL, gqTo6BI IEPEBECTH NCHBIH, AKOOBI
3TO HYXHO 1 OaHKOBCKOTO nepesona. Ha camom JHEC 5TO MOTTEHHHUK, KOTOPHIH
prTaeTCs BOWTH B NUIHBIH kaGyHET OHNaH-GaHKa W CTIHCATh BCO HeHsrn ¢ Bamero
cueTa. .

BAJKHO: Omauusaitte TOBAp TOIBKO HoCHIe ero TOIyUeHws ¥ IPOBEPKH
W He OTIpaBJAiTe NEHEIH B cagecTBe 3a0Ta (3amaTKa), T TIepeBOza NSHEXKHBIX
CPEeICTB JIOCTATOMHO HOMEPa TenedoHa ¥ APYTOH J(OTIONHATENbHOH MHGOpMAIAn HE
TpebyeTcs.

3, TeaedoHHBLIE BHPYCHI.

OyeHb TACTO HCIONB3YEeTCHA hopma MOLICHHHICCTEA C WCIIONB30BAHUEM
TeneOHHBIX BHUPYCOB. Ha Temedon aboHEHTa IPHXOAMT coO0IIeHNE CIEIYIOMICTO
Buga; «Bam MpULIIO MMS-coobmerue. [t MOmyaeHIA IPOMIHTE TO CCBUIKE...».
TIpy Mepexofie MO YKasaHHOMY anpecy Ha TelneQOoH CKAUMBAETCA BUPYC M [POMCXOIAT
CITCAHWE ICHEKHBIX CPEMCTB C BAIICTO CUeTa.

Jlpyro# BHUA MOMICHHMYECTBA BBITIAINT TaxK. ITpu 3aKase KaKo#-1udo
yCIyTH HEpe3 gx06EI MOGHMIIBHOTO OIeparopa HIH Ipy CKAaUMBAHUM MOOHIIBHOTO
koHTeHTa abOHEHTY MPUXOMMT TIpELyIPEKICHHE BH/E: «BoI cobupaeTech OTMPABATE
cooBuieHue HA KOPOTKMH HOMED ... UL TIONTBEPIKICHNA OMCPala, OTITPaBBTE
coofmenue ¢ mudpor 1, Mt orMensl ¢ Tdpoi O». Ilpu oTIpaBKe TOATBEPIKICHH,
co cuera afOHEHTa CIHCHIBATOTCA eHexHEe CpeacTBa. MOUICHHHKA ACIIONB3YIOT
crenuaTbHsle [POrpaMMel, KOTOPEIC [IO3BOJISTIOT aBTOMATHICCKH reHepUpOBaTh
Thcsar TAKAX coobumierni. Cpasy MOCHe ITepeBoJa ICHEr Ha (hampIIKBEIA CHET OHN

cHUMAITCA C TBH@@OH&.
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BAYKHO: He crefyeT 3BOHATE 110 HOMEPY, ¢ KOTOPOro OTIIPABICH SMS —
BIIONHE BO3MOXKHO, 9TO B 3TOM ciydae ¢ BamIero tenedora OyAET ABTOMATHIECKI
CHATA KpyIHAs cymMma 1 IEPEXONHUTE 11O COMHUTEIBHBIM CCBLIKAM.

4, Owm6o4HBIH Mepesoa CpencTB.

AGOHEHTy NOCTYIacT SMS-coobienne O HOCTYIICHAA cpencTs Ha €ro
cueT, TIEPeBEICHHBIX C [IOMOIIBIO YCIIYTH «MOGMIIEHBIA TIEPEBOLY. Cpasy 1ocie 3T0r0
[IOCTYITAaeT 3BOHOK 1 MyKaHES (MK xeHIuHa) co00MmacT, 1T0 omMuO0UHO NEPEBLI
JeHBTH Ha ero cueT, TPH 3TOM TIPOCHT BEPHYTE HX 06paTHO TEM ¥Ke «MOoOUIEHBIM
nepesoiom». B eHCTBUTEIBHOCTH ACHBIH He TIOCTYIAT Ha TenedoH, & HUellOBEK
TIepEeBOIUT CBOH coBCTBEHHBIE CPEACTBA. Foiyt MO3BOHKTE TI0 yKasaHHOMY HOMEPY, OH
MoeT ObITh BHE 30HBI LOCTYIE: Kpome TOTO, CYTECTBYIOT TaKHe zomepa, MpH
OCYIIECTBICHHUY BbI30BA HA KOTOpBIE C TeNedoHa CHIMAIOTCst BCE CPEIICTBA.

BAYKHO: Ecmu Bac mpocArt TIepPEBECTH qKOOBI OILIIOOIHO TIepEBEICHHYTO
cyMMy, HAIOMHHTE, HTO JUIA 3TOTO HCTIONB3YETCA gex. OTTOBOpKa, HYTO «HCK
[TOTEPSE, CKOPEe BCCTO, CBIIETENHCTBYET O TOM, 910 C Bamu 00maeTcs MOIICHHAK,

MOIEHHAYECTBA C BAHKOBCKVMMU KAPTAMHU

BamkoBckas kapta — 910 WHCTPYMEHT UL COBEPIICHWSA rraTexen #
JOCTYTIa K HAJIMIHEIM CcpencTBaM Ha cuéTe, He TPEOYHOIMHA ML 3TOTO HIPUCYTCTBUA B
Gapgke. Ho mpocToTd ACTIONB30BAHYS OAHKOBCKUX KapT OCTABIIAET MHOXKECTBO J1a36eK
JU1SL MOTLIGHHHKOB.

TIpw POBEICHIN oTeparyi ¢ KapTOH [ONB3YHTECH TONBKO Temu DapkoMaTaMi,
KOTOpPBIE PACIIONMOKEHB! B Ge30mMacHBIX ~MecTax M 060pYHOBAHEI crucTeMor
BUICOHAOIONCHYS 1 OXpaHoW: B roCyIapCTBEHHBIX YUPEKICHUSAX, fankax, KpymHbIX
TOPrOBbIX HEHTPax U T.I.

Cosepinas onepamust ¢ INACTHKOBOM KapToi, CIeAHTe, gToOBI PAIOM HE OBLIO
[IOCTOPOHHUX nronett. Habupad [[VH-xox, TPUKPHIBAHTS KIaBHATYDY DYKOH.
PexBH3UTH 1 JE00as mpodas wropMarst 0 TOM, CKOJIBKO CpefcTB BBl CHATA U KaKUe
@ ps! BBOAKIY B 6amKOMaT, MOTYT OBITE JCIIONMB30BAHb] MOIISHHIKAMI.

O6parmaiTe BHUMAHNE Ha KapTOIPUEMHHUK K KIaBHaTypy OaHKoMara. Ecmu OHU
060pYyAOBAHBI KAKAMH-THO0 HOTONHATEIBHBIMI ycTpoitcTBaMHY, TO OT MCIIONH30BAHNA
@HHOTO GaHKOMaTa JIyHIIe BO3IEPKATHCA H cOOBIMUTE O CBOWX IOMO3PEHIIX TI0
yKa3aHHOMY Ha HEM Tene@OoHy.

B ciydae HEKOPPEKTHOH paboThl OaHKOMATad — ec) OH HONToe BpeMi

HAXOoOuICA B pe){\'HMG OyKUaaHWA % Rp8%8 CaMOHPOI/IBBOJIBHO Hepesar*pymaeTc;I =
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OTKAXUTECh oT ¢€Io WCIIONIB30BAHMAA. Bemmka BepOHTHOCTB TOTO, 4YTO OH

TIEP eTIporp aMMUPOBaH SHOYMBIHIHeHHHKaMI/I ;

Kaxk 00€30MacUuThb ce0s OT MOILIEHHUKOB:

1. TIposepsAnTe AHGOPMALIHIO, IOy ICHIYTO B XOLIE TeJIe(QOHHOTO pasroBopa 1 HHTEpHET
Teperucku  C gewspecTHeIMU  (OHM ~ MOTYT TTpeICTABIATECA COTPYAHUKAMH
[IpaBOOXPAHUTENBHBIX OpTaHOB, TIpeCTaBUTEIAMA KPEIUTHBIX OpraHv3ary).

2. YcTaHOBHUTD ma Tene@oH (KOMIIBIOTED) COBPEMEHHOC JIATICH3NPOBAHHOC
AHTHBVPYCHOE POTPaMMHOC obecricdeHune.

3. He yCTaHaBnHBaﬁ'Te ¥ He COXPAHANTE 6es npenBameenLHoﬁ IPOBEPKU AHTHBUPYCHOH
TIpOrpaMMON (aiinsl, MOTYICHHBIC 43 HCHAICKHBIK MCTOTHHIKOB: cKa4aHHbIE C
HEH3BECTHDIX CAMTOB, IIPHCIAHHEIC [0 3IIEKTPOHHOM MOYTE (IIO1O3PUTENBHEIC panel
ydmie cpasy VI@JIATE).

Vlcronp3yiTe mapoiv He cBs3aHHbIC ¢ BammMi epCOHANbHBIMA JaHHBIMH.

5. Hu mpu KaKux 0BCTOATENBCTBAX HE coofmaifTe PeKBUSHUTEI CBOUX 6aHKOBCKHUX CUETOB
(kapT), TapoH K APYTYHo TepCOHAIBHYTO pHGOPMAIHIO.

6. TlocTaBbTe JIMMAT Ha CYMMY CITFCAHMH WK TIepeBOa B aHOM KabuHeTe DaHKa.

7. Tlo BCEM BO3ZHHKAIOIIAM porpocam o0pamaThed B GaHK, BELIABIINH KapTy.

8. He BLINOIHATE HUKAKAX CpOUHEIX 3aIpOCOoB K [eACTBHIO, B TOM THCIC IO yCTaHOBKE
KAKUIX OBl TO HE OBLIO [IPUIIOKEHUH.

9. He mepexOmuTh HY M0 KaKNM CCBLIKAM, KOTOPBIE IPUXOAAT Ha e-mail i o SMS.

10.06pamars Ha BCC cooGmenms OT OaHKa (HaanMep, ecid OHHM CcOnepkar

rpamMMaTHIeCKue omu0OKN).

11.He riepe3BaHnBaTh IO HOMepaM KOTOPbIC [IPUXOIAT Ha e-mail mm 1o SMS.

12 TlepenpoBepsIATE TOLJIMHHOCTD MHTEpHET-CauToB, Ha KOTOPBIX OCYIIECTBIACTE 3aKa3

308H B 3nexTpoHHOM dropMe 1
w3 6. CTpaxuua colnaa: 09.08.2022 16:06

TOBApA.

BynsTe 6 nUTeNbHBI!
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